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Advenica

« Encryption
* Network segmentation

« Between networks

Content classification: Public



Detecting intrusion

« Attempted infrusion
 Successful infrusion
e Reconnaissance

 Data exfiltration

Q Content classification: Public
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Signs of intrusion

Multiple tfailed login attempts

sshd[9362]: Failed password for invalid user admin from 100.43.64.2 port 58257 ssh2
sshd[9364]: Failed password for invalid user buffy from 100.43.64.2 port 58212 ssh2
sshd[9366]: Failed password for invalid user mallard from 100.43.64.2 port 58109 ssh2
sshd[9368]: Failed password for manager from 100.43.64.2 port 58030 ssh2

sshd[9370]: Failed password for manager from 100.43.64.2 port 58160 ssh2

sshd[9372]: Es password for manager from 100.43.64.2 port 58199 ssh2
sshd[93741: assword for manager from 100.43.64.2 port 58156 ssh2

systemd-logind New session 426 of user manager

Logins from system users

sshd[23410]: Accepted password fof nobody\from 10.0.2.2 port 48321 ssh2
sshd[23410]: Accepted password fox _mysql From 10.0.2.2 port 42351 ssh2
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Other signs of intrusion

Unusual access

15:19:15hd[9364]: Accepted password for@—accounting from 10.0.6.4

... at a strange time

vpnserver sshd[9364]: Accepted password for bill-marketing from(10.0.3.5

... from a strange place
15:44:04 backupserver sshd[9364]: Accepted password for mark-it from:i§§243.64.lﬂ9
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Hacker reconnaissance

Looking for sudo

sudo: jeff-accounting : user NOT in sudoers ; COMMAND=/usr/bin/su
sudo: mark-it : 3 incorrect password attempts ; COMMAND=/usr/bin/su

... and finding It

sudo: mark-it : COMMAND=/usr/bin/cat /etc/shadow
sudo: mark-it : COMMAND=/usr/bin/apt-get install nmap
sudo: mark-it : COMMAND=/usr/bin/nmap -sS 10.0.0.0/8
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Data exfiltration

File tfransfer service sample log

2024-04-05T15:
2024-04-05T15:
2024-04-05T15:
2024-04-05T15:
2024-04-05T16:
2024-04-05T16:
2024-04-05T16:
2024-04-05T16:
2024-04-05T16:
2024-04-05T16:
2024-04-05T16:
2024-04-05T16:
2024-04-05T16:
2024-04-05T16:
2024-04-05T16:
2024-04-05T16:
2024-04-05T16:
2024-04-05T16:
2024-04-05T16:

.5636527
.5643997
.566365Z
.567916Z
.5696967
.5703227
.572518Z7
.5745417
.576568Z7
.5779947
.5788097
.579686Z
.580903Z7
.5824947
.5838247
.5853497
.587298Z7
.5889727
.5901417

Successfully
Successfully
Successfully
Successfully
Successfully
Successfully
Successfully
Successfully
Successfully
Successfully
Successfully
Successfully
Successfully
Successfully
Successfully
Successfully
Successfully
Successfully
Successfully

uploaded
uploaded
uploaded
uploaded
uploaded
uploaded
uploaded
uploaded
uploaded
uploaded
uploaded
uploaded
uploaded
uploaded
uploaded
uploaded
uploaded
uploaded
uploaded
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file(s)
file(s)
file(s)
file(s)
file(s)
file(s)
file(s)
file(s)
file(s)
file(s)
file(s)
file(s)
file(s)
file(s)
file(s)
file(s)
file(s)
file(s)
file(s)
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4123603
4928881
4154516
4639816
5182744
5081952
4311200
4478563
3912444
4481205
5090337
5125192
4943873
3843563
3757864
5732132
4187123
5007831
5166936

byte(s)
byte(s)
byte(s)
byte(s)
byte(s)
byte(s)
byte(s)
byte(s)
byte(s)
byte(s)
byte(s)
byte(s)
byte(s)
byte(s)
byte(s)
byte(s)
byte(s)
byte(s)
byte(s)




Data exfiltration

2024-04-05T15:
2024-04-05T15:
2024-04-05T15:
2024-04-05T15:
2024-04-05T15:
2024-04-05T16:
2024-04-05T16:

2024-04-05T16:
2024-04-05T16:
2024-04-05T16:
2024-04-05T16:
2024-04-05T16:
2024-04-05T16:
2024-04-05T16:

.562265Z7
.5636527
.5643997
.566365Z
.567916Z
.5696967
.5703227

.579686Z
.580903Z7
.5824947
.5838247
.5853497
.587298Z7
.5889727

Successfully
Successfully
Successfully
Successfully
Successfully
Successfully
Successfully

Successfully
Successfully
Successfully
Successfully
Successfully
Successfully
Successfully

uploaded 5 file

uploaded
uploade{
uploaded
uploaded
uploaded
uploaded

uploaded
uploaded
uploaded
uploaded
uploaded
uploaded
uploaded

file(s) with
file(s) with
file(s) with
file(s) with

file(s)
file(s)
file(s)
file(s)
file(s)
file(s)
file(s)
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a total of 4951943 byte(s) in the last 60s
fi 1th a total of 4123603 byte(s) in the last 60s
ile(s) with a total of 4575641 byte(s) in the last 60s

d
d
d
d

total
total
total
total

of 4154516 byte(s) in the
of 4639816 byte(s) in the
of 5182744 byte(s) in the
of 5081952 byte(s) in the

o

.

of 5125192 byte(s) ddghe
in the
byte(s) in the last 60s

byte(s) in the
of 5732132 byte(s) in the
of 4187123 byte(s) in the
of 5007831 byte(s) in the

last 60s
last 60s
last 60s
last 60s

L

last 60s
last 60s

last 60s
last 60s
last 60s
last 60s




Operational dato

« Confidential

« Highly sensifive

« Difficult to access
« Physically
« Legally

Content classification: Public
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